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Restricted Data and Top Secret Na-
tional Security Information. In addi-
tion, he or she must have been granted
SCI access approval.

(3) The examiner must receive basic
Forensic Psychophysiological Detec-
tion of Deception training from the
DODPI.

§709.32 Training requirements for
polygraph examiners.

(a) Examiners must complete an ini-
tial training course of thirteen weeks,
or longer, in conformance with the pro-
cedures and standards established by
DODPI.

(b) Examiners must undergo annual
continuing education for a minimum of
forty hours training within the dis-

cipline of Forensic
Psychophysiological Detection of De-
ception.

(c) The following organizations pro-
vide acceptable curricula to meet the
training requirement of paragraph (b)
of this section:

(1) American Polygraph Association,

(2) American Association of Police
Polygraphists, and

(3) Department of Defense Polygraph
Institute.
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APPENDIX A—ADJUDICATIVE GUIDELINES FOR
DETERMINING ELIGIBILITY FOR ACCESS TO
CLASSIFIED INFORMATION (DECEMBER 30,
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AUTHORITY: 42 U.S.C. 2165, 2201, 5815, 7101, et
seq., 7383h-1; 50 U.S.C. 2401 et seq.; E.O. 10450,
3 CFR 1949-1953 comp., p. 936, as amended;
E.O. 10865, 3 CFR 1959-1963 comp., p. 398, as
amended, 3 CFR Chap. IV; E.O. 13526, 3 CFR
2010 Comp., pp. 298-327 (or successor orders);
E.O. 12968, 3 CFR 1995 Comp., p. 391.

SOURCE: 81 FR 71335, Oct. 17, 2016, unless
otherwise noted.

Subpart A—General Provisions

§710.1 Purpose.

(a) This part establishes the proce-
dures for determining the eligibility of
individuals described in §710.2 for ac-
cess to classified matter or special nu-
clear material, pursuant to the Atomic
Energy Act of 1954, or for access to na-
tional security information in accord-
ance with Executive Order 13526 (Clas-
sified National Security Information).

(b) This part implements: Executive
Order 12968, 60 FR 40245 (August 2, 1995),
as amended; Executive Order 13526, 75
FR 707 (January 5, 2010); Executive
Order 10865, 256 FR 1583 (February 24,
1960), as amended; Executive Order
10450, 18 FR 2489 (April 27, 1954), as
amended; and the Adjudicative Guide-
lines for Determining Eligibility for
Access to Classified Information ap-
proved by the President (the ‘‘Adju-
dicative Guidelines’’; see Appendix A of
this part).

366



Department of Energy

§710.2 Scope.

The procedures outlined in this rule
require the application of the Adju-
dicative Guidelines (see §710.7) in de-
termining eligibility for access author-
ization for:

(a) Employees (including consult-
ants) of, and applicants for employ-
ment with, contractors and agents of
the DOE;

(b) Access permittees of the DOE and
their employees (including consult-
ants) and applicants for employment;

(c) Employees (including consult-
ants) of, and applicants for employ-
ment with, the DOE; and

(d) Other persons designated by the
Secretary of Energy.

§710.3 Reference.

The Adjudicative Guidelines are set
forth in Appendix A to this part.

§710.4 Policy.

(a) It is the policy of DOE to provide
for the security of its programs in a
manner consistent with traditional
American concepts of justice and fair-
ness. To this end, the Secretary has es-
tablished procedures that will afford
those individuals described in §710.2
the opportunity for administrative re-
view of questions concerning their eli-
gibility for access authorization.

(b) It is also the policy of DOE that
none of the procedures established for
determining eligibility for access au-
thorization shall be used for an im-
proper purpose, including any attempt
to coerce, restrain, threaten, intimi-
date, or retaliate against individuals
for exercising their rights under any
statute, regulation or DOE directive.
Any DOER officer or employee violating,
or causing the violation of this policy,
shall be subject to appropriate discipli-
nary action.

§710.5 Definitions.

(a) As used in this part:

Access authorization means an admin-
istrative determination that an indi-
vidual is eligible for access to classified
matter or is eligible for access to, or
control over, special nuclear material.

Administrative Judge means a DOE at-
torney appointed by the Director, Of-
fice of Hearings and Appeals, pursuant

§710.5

to §710.25 of this part. An Administra-
tive Judge shall be a U.S. citizen and
shall hold a Q access authorization.

Classified matter means the material
of thought or expression that is classi-
fied pursuant to statute or Executive
Order.

Director means the Director, DOE Of-
fice of Departmental Personnel Secu-
rity.

DOE Counsel means a DOE attorney
assigned to represent DOE in pro-
ceedings under this part. DOE Counsel
shall be a U.S. citizen and shall hold a
Q access authorization.

Local Director of Security means the
individual with primary responsibility
for safeguards and security at the Chi-
cago, Idaho, Oak Ridge, Richland, and
Savannah River Operations Offices; for
Naval Reactors, the individual(s) des-
ignated under the authority of the Di-
rector of the Naval Nuclear Propulsion
Program; for the National Nuclear Se-
curity Administration (NNSA), the in-
dividual designated in writing by the
Chief, Defense Nuclear Security; and
for DOE Headquarters cases the Direc-
tor, Office of Headquarters Personnel
Security Operations.

Manager means the senior Federal of-
ficial at the Chicago, Idaho, Oak Ridge,
Richland, or Savannah River Oper-
ations Offices; for Naval Reactors, the
individual designated under the au-
thority of the Director of the Naval
Nuclear Propulsion Program; for the
NNSA, the individual designated in
writing by the NNSA Administrator or
Deputy Administrator; and for DOE
Headquarters cases, the Director, Of-
fice of Headquarters Security Oper-
ations.

Secretary means the Secretary of En-
ergy, as provided by section 201 of the
Department of Energy Organization
Act.

Special nuclear material means pluto-
nium, uranium enriched in the isotope
233, or in the isotope 235, and any other
material which, pursuant to the provi-
sions of section 51 of the Atomic En-
ergy Act of 1954, has been determined
to be special nuclear material, but does
not include source material; or any
material artificially enriched by any of
the foregoing, not including source ma-
terial.

(b) [Reserved]
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Subpart B—Eligibility for Access to
Classified Matter or Special
Nuclear Material

§710.6 Cooperation by the individual.

(a)(1) It is the responsibility of the
individual to provide full, frank, and
truthful answers to DOE’s relevant and
material questions, and when re-
quested, to furnish or authorize others
to furnish information that the DOE
deems pertinent to the individual’s eli-
gibility for access authorization. This
obligation to cooperate applies when
completing security forms, during the
course of a personnel security back-
ground investigation or reinvestiga-
tion, and at any stage of DOE’s proc-
essing of the individual’s access au-
thorization request, including but not
limited to, personnel security inter-
views, DOE-sponsored mental health
evaluations, and other authorized DOE
investigative activities under this part.
The individual may elect not to co-
operate; however, such refusal may
prevent DOE from reaching an affirma-
tive finding required for granting or
continuing access authorization. In
this event, any access authorization
then in effect may be administratively
withdrawn or, for applicants, further
processing may be administratively
terminated.

(2) It is the responsibility of an indi-
vidual subject to 10 CFR 709.3(d) to con-
sent to and take a polygraph examina-
tion required by part 709. A refusal to
consent to or take such an examina-
tion may prevent DOE from reaching
an affirmative finding required for con-
tinuing access authorization. In this
event, any access authorization then in
effect may be administratively with-
drawn.

(b) If the individual believes that the
provisions of paragraph (a) of this sec-
tion have been inappropriately applied,
the individual may file a written ap-
peal of the action with the Director
within 30 calendar days of the date the
individual was notified of the action.

(¢c) Upon receipt of the written ap-
peal, the Director shall conduct an in-
quiry as to the circumstances involved
in the action and shall, within 30 cal-
endar days of receipt of the written ap-
peal, notify the individual, in writing,
of his/her decision. If the Director de-
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termines that the action was inappro-
priate, the Director shall notify the
Manager that access authorization
must be reinstated or, for applicants,
that the individual must continue to be
processed for access authorization. If
the Director determines the action was
appropriate, the Director shall notify
the individual of this fact in writing.
The Director’s decision is final and not
subject to further review or appeal.

§710.7 Application of the adjudicative
guidelines.

(a) The decision on an access author-
ization request is a comprehensive,
common-sense judgment, made after
consideration of all relevant informa-
tion, favorable and unfavorable, as to
whether the granting or continuation
of access authorization will not endan-
ger the common defense and security
and is clearly consistent with the na-
tional interest. Any doubt as to an in-
dividual’s access authorization eligi-
bility shall be resolved in favor of the
national security.

(b) All such determinations shall be
based upon application of the Adjudica-
tive Guidelines, or any successor na-
tional standard issued under the au-
thority of the President.

(c) Each Adjudicative Guideline sets
forth a series of concerns that may cre-
ate a doubt regarding an individual’s
eligibility for access authorization. In
resolving these concerns, all DOE offi-
cials involved in the decision-making
process shall consider: The nature, ex-
tent, and seriousness of the conduct;
the circumstances surrounding the
conduct, to include knowledgeable par-
ticipation; the frequency and recency
of the conduct; the age and maturity of
the individual at the time of the con-
duct; the voluntariness of participa-
tion; the absence or presence of reha-
bilitation or reformation and other
pertinent behavioral changes; the mo-
tivation for the conduct; the potential
for pressure, coercion, exploitation, or
duress; the likelihood of continuation
or recurrence; and other relevant and
material factors.

(d) If the reports of investigation of
an individual or other reliable informa-
tion tend to establish the validity and
significance of one or more areas of
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concern as set forth in the Adjudica-
tive Guidelines, such information shall
be regarded as derogatory and create a
question as to the individual’s access
authorization eligibility. Absent any
derogatory information, a favorable de-
termination will be made as to access
authorization eligibility.

§710.8 Action on derogatory informa-
tion.

(a) If a question arises as to the indi-
vidual’s access authorization eligi-
bility, the Local Director of Security
shall authorize the conduct of an inter-
view with the individual, or other ap-
propriate actions and, on the basis of
the results of such interview or ac-
tions, may authorize the granting of
the individual’s access authorization.
If, in the opinion of the Local Director
of Security, the question as to the indi-
vidual’s access authorization eligi-
bility has not been favorably resolved,
the Local Director of Security shall
submit the matter to the Manager with
a recommendation that authority be
obtained to process the individual’s
case under administrative review pro-
cedures set forth in this part.

(b) If the Manager agrees that unre-
solved derogatory information is
present and that appropriate attempts
to resolve such derogatory information
have been unsuccessful, the Manager
shall notify the Director of the pro-
posal to conduct an administrative re-
view proceeding, accompanied by an
explanation of the security concerns
and a duplicate Personnel Security
File. If the Manager believes that the
derogatory information has been favor-
ably resolved, the Manager shall direct
that access authorization be granted
for the individual. The Manager may
also direct the Local Director of Secu-
rity to obtain additional information
prior to deciding whether to grant the
individual access authorization or to
submit a request for authority to con-
duct an administrative review pro-
ceeding. A decision in the matter shall
be rendered by the Manager within 10
calendar days of its receipt.

(c) Upon receipt of the Manager’s no-
tification, the Director shall review the
matter and confer with the Manager
on:

§710.9

(1) The institution of administrative
review proceedings set forth in §§710.20
through 710.30;

(2) The granting of access authoriza-
tion; or

(3) Other actions as the Director
deems appropriate.

(d) The Director shall act pursuant to
one of these options within 30 calendar
days of receipt of the Manager’s notifi-
cation unless an extension is granted
by the Deputy Associate Under Sec-
retary for Environment, Health, Safety
and Security.

§710.9 Suspension of access authoriza-
tion.

(a) If derogatory information is re-
ceived, the Local Director of Security
shall authorize action(s), to be taken
on an expedited basis, to resolve the
question pursuant to §710.8(a). If the
question as to the individual’s contin-
ued access authorization eligibility is
not resolved in favor of the individual,
the Local Director of Security shall
submit the matter to the Manager with
the recommendation that the individ-
ual’s access authorization be suspended
pending the final determination result-
ing from the procedures set forth in
this part.

(b) If the information received is de-
termined to represent an immediate
threat to national security or to the
safety or security of a DOE facility or
employee, or is determined to be so se-
rious in nature that action(s) to re-
solve the matter as set forth in
§710.8(b) are not practical or advisable,
the Local Director of Security shall
immediately submit the matter to the
Manager with a recommendation that
the individual’s access authorization be
suspended pending the final determina-
tion resulting from the procedures set
forth in this part. The Manager shall
either authorize the immediate suspen-
sion of access authorization, or shall
direct the Local Director of Security to
take action(s) as set forth in §710.8(b),
in an expedited manner, to resolve the
matter.

(c) The Manager shall, within two
working days of receipt of the rec-
ommendation from the Local Director
of Security to suspend the individual’s
DOE access authorization:
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(1) Approve the suspension of access
authorization; or

(2) Direct the continuation of access
authorization, or

(3) Take or direct other such ac-
tion(s) as the Manager deems appro-
priate.

(d) Upon suspension of an individual’s
access authorization pursuant to para-
graph (c)(1) of this section, the indi-
vidual, the individual’s employer, any
other DOE office or program having an
access authorization interest in the in-
dividual, and, if known, any other gov-
ernment agency where the individual
holds an access authorization, security
clearance, or access approval, or to
which the DOE has certified the indi-
vidual’s DOE access authorization,
shall be notified immediately in writ-
ing. The appropriate DOE database for
tracking access authorizations and re-
lated actions shall also be updated. No-
tification to the individual shall re-
flect, in general terms, the reason(s)
why the suspension has been affected.
Pending final determination of the in-
dividual’s eligibility for access author-
ization from the operation of the proce-
dures set forth in this part, the indi-
vidual shall not be afforded access to
classified matter, special nuclear mate-
rial, or unescorted access to security
areas that require the individual to
possess a DOE access authorization.

(e) Written notification to the indi-
vidual shall include, if the individual is
a Federal employee, notification that
if the individual believes that the ac-
tion to suspend his/her access author-
ization was taken as retaliation
against the individual for having made
a protected disclosure, as defined in
Presidential Policy Directive 19, Pro-
tecting Whistleblowers with Access to
Classified Information, or any successor
directive issued under the authority of
the President, the individual may sub-
mit a request for review of this matter
directly to the DOE Office of the In-
spector General. Such a request shall
have no impact upon the continued
processing of the individual’s access
authorization eligibility under this
part.

(f) Following the decision to suspend
an individual’s DOE access authoriza-
tion pursuant to paragraph (c)(1) of
this section, the Manager shall imme-
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diately notify the Director in writing
of the action and the reason(s) there-
for. In addition, the Manager, within 10
calendar days of the date of suspension
(unless an extension of time is ap-
proved by the Director), shall notify
the Director in writing of his/her pro-
posal to conduct an administrative re-
view proceeding, accompanied by an
explanation of its basis and a duplicate
Personnel Security File.

(g2) Upon receipt of the Manager’s no-
tification, the Director shall review the
matter and confer with the Manager
on:

(1) The institution of administrative
review procedures set forth in §§710.20
through 710.30; or

(2) The reinstatement of access au-
thorization; or

(3) Other actions as the Director
deems appropriate.

(h) The Director shall act pursuant
to one of these options within 30 cal-
endar days of the receipt of the Man-
ager’s notification unless an extension
is granted by the Deputy Associate
Under Secretary for Environment,
Health, Safety and Security.

Subpart C—Administrative Review

§710.20 Purpose of administrative re-
view.

These procedures govern the conduct
of the administrative review of ques-
tions concerning an individual’s eligi-
bility for access authorization when it
is determined that such questions can-
not be favorably resolved by interview
or other action.

§710.21 Notice to the individual.

(a) Unless an extension is authorized
in writing by the Director, within 30
calendar days of receipt of authority to
institute administrative review proce-
dures, the Manager shall prepare and
deliver to the individual a notification
letter approved by the local Office of
Chief Counsel, or the Office of the Gen-
eral Counsel for Headquarters cases.
Where practicable, the letter shall be
delivered to the individual in person.

(b) The letter shall state:
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(1) That reliable information in the
possession of DOE has created a sub-
stantial doubt concerning the individ-
ual’s eligibility for access authoriza-
tion.

(2) The information which creates a
substantial doubt regarding the indi-
vidual’s access authorization eligi-
bility (which shall be as comprehensive
and detailed as the national security
permits) and why that information cre-
ates such doubt.

(3) That the individual has the option
to have the substantial doubt regard-
ing eligibility for access authorization
resolved in one of two ways:

(i) By the Manager, without a hear-
ing, on the basis of the existing infor-
mation in the case; or

(ii) By personal appearance before an
Administrative Judge (a ‘‘hearing’’).

(4) That, if the individual desires a
hearing, the individual must, within 20
calendar days of the date of receipt of
the notification letter, make a written
request for a hearing to the Manager
from whom the letter was received.

(5) That the individual may also file
with the Manager the individual’s writ-
ten answer to the reported information
which raises the question of the indi-
vidual’s eligibility for access author-
ization, and that, if the individual re-
quests a hearing without filing a writ-
ten answer, the request shall be
deemed a general denial of all of the re-
ported information.

(6) That, if the individual so requests,
a hearing shall be scheduled before an
Administrative Judge, with due regard
for the convenience and necessity of
the parties or their representatives, for
the purpose of affording the individual
an opportunity of supporting his eligi-
bility for access authorization. The Ad-
ministrative Judge shall decide wheth-
er the hearing will be conducted via
video teleconferencing.

(7) That, if a hearing is requested, the
individual will have the right to appear
personally before an Administrative
Judge or, at the discretion of the Ad-
ministrative Judge, via video tele-
conferencing; to present evidence in
his/her own behalf, through witnesses,
or by documents, or both; and, subject
to the limitations set forth in
§710.26(g), to be present during the en-
tire hearing and be accompanied, rep-

§710.21

resented, and advised by counsel or
other representative of the individual’s
choosing and at the individual’s own
expense at every stage of the pro-
ceedings. Such representative or coun-
sel, if applicable, shall be identified in
writing to the Administrative Judge
and DOE Counsel and authorized by the
individual to receive all correspond-
ence, transcripts and other documents
pertaining to the proceedings under
this part.

(8) That the individual’s failure to
file a timely written request for a hear-
ing before an Administrative Judge in
accordance with paragraph (b)(4) of
this section, unless time deadlines are
extended for good cause, shall be con-
sidered as a relinquishment by the in-
dividual of the right to a hearing pro-
vided in this part, and that in such
event a final decision to deny or revoke
the individual’s access authorization
shall be made by the Manager.

(9) That in any proceedings under
this subpart DOE Counsel will partici-
pate on behalf of and representing DOE
and that any statements made by the
individual to DOE Counsel may be used
in subsequent proceedings;

(10) The individual’s access author-
ization status until further notice;

(11) The name and telephone number
of the designated DOE official to con-
tact for any further information de-
sired concerning the proceedings, in-
cluding an explanation of the individ-
ual’s rights under the Freedom of In-
formation Act and Privacy Act;

(12) If applicable, that if the indi-
vidual is currently the subject of
criminal charges for a felony offense or
an offense punishable by imprisonment
of one year or more, the individual
must elect either to continue with the
Administrative Review process and
have the substantial doubt regarding
eligibility for access authorization re-
solved by the Manager or by a hearing,
or to withdraw from the Administra-
tive Review process.

(i) If the individual elects to continue
with the Administrative Review proc-
ess a determination as to the individ-
ual’s access authorization shall be
made by the Manager or by an Admin-
istrative Judge via a hearing. The indi-
vidual will be expected to participate
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fully in the process. Any refusal to co-
operate, answer all questions, or pro-
vide requested information may pre-
vent DOE from reaching an affirmative
finding required for granting or con-
tinuing access authorization.

(ii) If the individual elects to with-
draw from the Administrative Review
process, the individual’s access author-
ization shall be administratively with-
drawn. Such action shall be taken in
accordance with applicable procedures
set forth in pertinent Departmental di-
rectives. Any future requests for access
authorization for the individual must
be accompanied by documentary evi-
dence of resolution of the criminal
charges.

(iii) The individual must, within 20
calendar days of receipt of the notifica-
tion letter, indicate in writing his/her
decision to continue or to withdraw
from the Administrative Review proc-
ess. Such notification must be made to
the Manager from whom the notifica-
tion letter was received.

(c) The notification letter referenced
in paragraph (b) of this section shall
also:

(1) Include a copy of this part, and

(2) For Federal employees only, indi-
cate that if the individual believes that
the action to process the individual
under this part was taken as retalia-
tion against the individual for having
made a protected disclosure, as defined
in Presidential Policy Directive 19,
Protecting Whistleblowers with Access to
Classified Information, or any successor
directive issued under the authority of
the President, the individual may sub-
mit a request for review of this matter
directly to the DOE Office of the In-
spector General. Such a request shall
have no impact upon the continued
processing of the individual’s access
authorization eligibility under this
part.

§710.22 Initial decision process.

(a) The Manager shall make an ini-
tial decision as to the individual’s ac-
cess authorization eligibility based on
the existing information in the case if:

(1) The individual fails to respond to
the notification letter by filing a time-
ly written request for a hearing before
an Administrative Judge or fails to re-
spond to the notification letter after
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requesting an extension of time to do
S0;

(2) The individual’s response to the
notification letter does not request a
hearing before an Administrative
Judge; or

(3) The Administrative Judge refers
the individual’s case to the Manager in
accordance with §710.25(e) or §710.26(b).

(b) Unless an extension of time is
granted by the Director, the Manager’s
initial decision as to the individual’s
access authorization eligibility shall be
made within 15 calendar days of the
date of receipt of the information in
paragraph (a) of this section. The Man-
ager shall either grant or deny, or rein-
state or revoke, the individual’s access
authorization.

(c) A letter reflecting the Manager’s
initial decision shall be signed by the
Manager and delivered to the indi-
vidual within 15 calendar days of the
date of the Manager’s decision unless
an extension of time is granted by the
Director. If the Manager’s initial deci-
sion is unfavorable to the individual,
the individual shall be advised:

(1) Of the Manager’s unfavorable de-
cision and the reason(s) therefor;

(2) That within 30 calendar days from
the date of receipt of the letter, the in-
dividual may file a written request for
a review of the Manager’s initial deci-
sion, through the Director, to the DOE
Headquarters Appeal Panel (Appeal
Panel);

(3) That the Director may, for good
cause shown, at the written request of
the individual, extend the time for fil-
ing a written request for a review of
the case by the Appeal Panel; and

(4) That if the written request for a
review of the Manager’s initial decision
by the Appeal Panel is not filed within
30 calendar days of the individual’s re-
ceipt of the Manager’s letter, the Man-
ager’s initial decision in the case shall
be final and not subject to further re-
view or appeal.

§710.23 Extensions of time by the
manager.

The Manager may, for good cause
shown, at the written request of the in-
dividual, extend the time for filing a
written request for a hearing, and/or
the time for filing a written answer to
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the matters contained in the notifica-
tion letter. The Manager shall notify
the Director, in writing, when such ex-
tensions have been approved.

§710.24 Appointment of DOE Counsel.

(a) Upon receipt from the individual
of a written request for a hearing, a
DOE attorney shall forthwith be as-
signed by the Manager to act as DOE
Counsel.

(b) DOE Counsel is authorized to con-
sult directly with the individual if he/
she is not represented by counsel, or
with the individual’s counsel or other
representative if so represented, to
clarify issues and reach stipulations
with respect to testimony and contents
of documents and physical evidence.
Such stipulations shall be binding upon
the individual and the DOE Counsel for
the purposes of this part.

§710.25 Appointment of Administra-
tive Judge; prehearing conference;
commencement of hearings.

(a) Upon receipt of a request for a
hearing, the Manager shall in a timely
manner transmit that request to the
Office of Hearings and Appeals, and
identify the DOE Counsel. The Man-
ager shall at the same time transmit a
copy of the notification letter and the
individual’s response to the Office of
Hearings and Appeals.

(b) Upon receipt of the hearing re-
quest from the Manager, the Director,
Office of Hearings and Appeals, shall
appoint, as soon as practicable, an Ad-
ministrative Judge.

(c) Immediately upon appointment,
the Administrative Judge shall notify
the individual and DOE Counsel of his/
her identity and the address to which
all further correspondence should be
sent.

(d) The Administrative Judge shall
have all powers necessary to regulate
the conduct of proceedings under this
part, including, but not limited to, es-
tablishing a list of persons to receive
service of papers, issuing subpoenas for
witnesses to attend the hearing or for
the production of specific documents or
physical evidence, administering oaths
and affirmations, ruling upon motions,
receiving evidence, regulating the
course of the hearing, disposing of pro-
cedural requests or similar matters,

§710.25

and taking other actions consistent
with the regulations in this part. Re-
quests for subpoenas shall be liberally
granted except where the Administra-
tive Judge finds that the issuance of
subpoenas would result in evidence or
testimony that is repetitious, incom-
petent, irrelevant, or immaterial to the
issues in the case. The Administrative
Judge may take sworn testimony, se-
quester witnesses, and control the dis-
semination or reproduction of any
record or testimony taken pursuant to
this part, including correspondence, or
other relevant records or physical evi-
dence including, but not limited to, in-
formation retained in computerized or
other automated systems in possession
of the subpoenaed person.

(e) The Administrative Judge shall
determine the day, time, and place for
the hearing and shall decide whether
the hearing will be conducted via video
teleconferencing. Hearings will nor-
mally be held at or near the relevant
DOE facility, unless the Administra-
tive Judge determines that another lo-
cation would be more appropriate. Nor-
mally the location for the hearing will
be selected for the convenience of all
participants. In the event the indi-
vidual fails to appear at the time and
place specified, without good cause
shown, the record in the case shall be
closed and returned to the Manager,
who shall then make an initial deter-
mination regarding the eligibility of
the individual for DOE access author-
ization in accordance with §710.22(a)(3).

(f) At least 7 calendar days prior to
the date scheduled for the hearing, the
Administrative Judge shall convene a
prehearing conference for the purpose
of discussing stipulations and exhibits,
identifying witnesses, and disposing of
other appropriate matters. The con-
ference will usually be conducted by
telephone.

(g) Hearings shall commence within
60 calendar days from the date the indi-
vidual’s request for a hearing is re-
ceived by the Office of Hearings and
Appeals. Any extension of the hearing
date past 60 calendar days from the
date the request for a hearing is re-
ceived by the Office of Hearings and
Appeals shall be decided by the Direc-
tor, Office of Hearings and Appeals.

373



§710.26

§710.26 Conduct of hearings.

(a) In all hearings conducted under
this part, the individual shall have the
right to be represented by a person of
his/her own choosing, at the individ-
ual’s own expense. The individual is re-
sponsible for producing witnesses in
his/her own behalf, including request-
ing the issuance of subpoenas, if nec-
essary, or presenting testimonial, doc-
umentary, or physical evidence before
the Administrative Judge to support
the individual’s defense to the deroga-
tory information contained in the noti-
fication letter. With the exception of
procedural or scheduling matters, the
Administrative Judge is prohibited
from initiating or otherwise engaging
in exr parte discussions about the case
during the pendency of proceedings
under this part.

(b) Unless the Administrative Judge
finds good cause for deferring issuance
of a decision, in the event that the in-
dividual unduly delays the hearing,
such as by failure to meet deadlines set
by the Administrative Judge, the
record shall be closed, and an initial
decision shall be made by the Manager
on the basis of the record in the case
per §710.22(a)(3).

(c) Hearings shall be open only to
DOE Counsel, duly authorized rep-
resentatives of DOE, the individual and
the individual’s counsel or other rep-
resentatives, and such other persons as
may be authorized by the Administra-
tive Judge. Unless otherwise ordered
by the Administrative Judge, witnesses
shall testify in the presence of the indi-
vidual but not in the presence of other
witnesses.

(d) DOE Counsel shall assist the Ad-
ministrative Judge in establishing a
complete administrative hearing
record in the proceeding and bringing
out a full and true disclosure of all
facts, both favorable and unfavorable,
having a bearing on the issues before
the Administrative Judge. The indi-
vidual shall be afforded the oppor-
tunity of presenting testimonial, docu-
mentary, and physical evidence, in-
cluding testimony by the individual in
the individual’s own behalf. The pro-
ponent of a witness shall conduct the
direct examination of that witness. All
witnesses shall be subject to cross-ex-
amination, if possible. Whenever rea-
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sonably possible, testimony shall be
given in person.

(e) The Administrative Judge may
ask the witnesses any questions which
the Administrative Judge deems appro-
priate to assure the fullest possible dis-
closure of relevant and material facts.

(f) During the course of the hearing,
the Administrative Judge shall rule on
all objections raised.

(g) In the event it appears during the
course of the hearing that classified
matter may be disclosed, it shall be the
duty of the Administrative Judge to
assure that disclosure is not made to
persons who are not authorized to re-
ceive it, and take other appropriate
measures.

(h) Formal rules of evidence shall not
apply, but the Federal Rules of Evi-
dence may be used as a guide for proce-
dures and principles designed to assure
production of the most probative evi-
dence available. The Administrative
Judge shall admit into evidence any
matters, either oral or written, which
are material, relevant, and competent
in determining issues involved, includ-
ing the testimony of responsible per-
sons concerning the integrity of the in-
dividual. In making such determina-
tions, the utmost latitude shall be per-
mitted with respect to relevancy, ma-
teriality, and competency. The Admin-
istrative Judge may also exclude evi-
dence which is incompetent, immate-
rial, irrelevant, or unduly repetitious.
Every reasonable effort shall be made
to obtain the best evidence available.
Subject to §§710.26(1), 710.26(m),
710.26(n) and 710.26(0), hearsay evidence
may, at the discretion of the Adminis-
trative Judge and for good cause show,
be admitted without strict adherence
to technical rules of admissibility and
shall be accorded such weight as the
Administrative Judge deems appro-
priate.

(i) Testimony of the individual and
witnesses shall be given under oath or
affirmation. Attention of the indi-
vidual and each witness shall be di-
rected to 18 U.S.C. 1001 and 18 U.S.C.
1621.

(j) The Administrative Judge shall
endeavor to obtain all the facts that
are reasonably available in order to ar-
rive at a decision. If, prior to or during
the proceedings, in the opinion of the
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Administrative Judge, the derogatory
information in the notification letter
is not sufficient to address all matters
into which inquiry should be directed,
the Administrative Judge may rec-
ommend to the Manager concerned
that, in order to give more adequate
notice to the individual, the notifica-
tion letter should be amended. Any
amendment shall be made with the
concurrence of the local Office of Chief
Counsel or the Office of the General
Counsel in Headquarters cases. If, in
the opinion of the Administrative
Judge, the circumstances of such
amendment may involve undue hard-
ship to the individual because of lim-
ited time to respond to the new deroga-
tory information in the notification
letter, an appropriate adjournment
shall be granted upon the request of
the individual.

(k) A written or oral statement of a
person relating to the characterization
in the notification letter of any organi-
zation or person other than the indi-
vidual may be received and considered
by the Administrative Judge without
affording the individual an opportunity
to cross-examine the person making
the statement on matters relating to
the characterization of such organiza-
tion or person, provided the individual
is given notice that such a statement
has been received and may be consid-
ered by the Administrative Judge, and
is informed of the contents of the
statement, provided such notice is not
prohibited by paragraph (g) of this sec-
tion.

(1) Any oral or written statement ad-
verse to the individual relating to a
controverted issue may be received and
considered by the Administrative
Judge without affording an oppor-
tunity for cross-examination in either
of the following circumstances:

(1) The head of the agency supplying
the statement certifies that the person
who furnished the information is a con-
fidential informant who has been en-
gaged in obtaining intelligence infor-
mation for the Government and that
disclosure of the informant’s identity
would be substantially harmful to the
national interest;

(2) The Secretary or the Secretary’s
special designee for that particular
purpose has preliminarily determined,
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after considering information fur-
nished by the investigative agency as
to the reliability of the person and the
accuracy of the statement concerned,
that:

(i) The statement concerned appears
to be reliable and material; and

(ii) Failure of the Administrative
Judge to receive and consider such
statement would, in view of the access
sought to classified matter or special
nuclear material, be substantially
harmful to the national security and
that the person who furnished the in-
formation cannot appear to testify:

(A) Due to death, severe illness, or
similar cause, in which case the iden-
tity of the person and the information
to be considered shall be made avail-
able to the individual, or

(B) Due to some other specified cause
determined by the Secretary to be good
and sufficient.

(m) Whenever procedures under para-
graph (1) of this section are used:

(1) The individual shall be given a
summary or description of the informa-
tion which shall be as comprehensive
and detailed as the national interest
permits, and

(2) Appropriate consideration shall be
accorded to the fact that the individual
did not have an opportunity to cross-
examine such person(s).

(n) Records compiled in the regular
course of business, or other evidence
other than investigative reports ob-
tained by DOE, may be received and
considered by the Administrative
Judge subject to rebuttal without au-
thenticating witnesses, provided that
such information has been furnished to
DOE by an investigative agency pursu-
ant to its responsibilities in connection
with assisting the Secretary to safe-
guard classified matter or special nu-
clear material.

(0) Records compiled in the regular
course of business, or other evidence
other than investigative reports, relat-
ing to a controverted issue which, be-
cause they are classified, may not be
inspected by the individual, may be re-
ceived and considered by the Adminis-
trative Judge, provided that:

(1) The Secretary or the Secretary’s
special designee for that particular
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purpose has made a preliminary deter-
mination that such evidence appears to
be material;

(2) The Secretary or the Secretary’s
special designee for that particular
purpose has made a determination that
failure to receive and consider such
evidence would, in view of the access
sought to classified matter or special
nuclear material, be substantially
harmful to the national security; and

(3) To the extent that national secu-
rity permits, a summary or description
of such evidence is made available to
the individual. In every such case, in-
formation as to the authenticity and
accuracy of such evidence furnished by
the investigative agency shall be con-
sidered.

(p) The Administrative Judge may
request the Local Director of Security
to arrange for additional investigation
on any points which are material to
the deliberations of the Administrative
Judge and which the Administrative
Judge believes need further investiga-
tion or clarification. In this event, the
Administrative Judge shall set forth in
writing those issues upon which more
evidence 1is requested, identifying
where possible persons or sources from
which the evidence should be sought.
The Local Director of Security shall
make every effort through appropriate
sources to obtain additional informa-
tion upon the matters indicated by the
Administrative Judge.

(q) A written transcript of the entire
hearing shall be made and, except for
portions containing classified matter,
a copy of such transcript shall be fur-
nished to the individual without cost.

(r) Whenever information is made a
part of the record under the exceptions
authorized by paragraphs (1) or (o) of
this section, the record shall contain
certificates evidencing that the deter-
minations required therein have been
made.

§710.27 Administrative Judge’s deci-
sion.

(a) The Administrative Judge shall
carefully consider the entire record of
the proceeding and shall render a deci-
sion, within 30 calendar days of the re-
ceipt of the hearing transcript, as to
whether granting or restoring the indi-
vidual’s access authorization would not
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endanger the common defense and se-
curity and would be clearly consistent
with the national interest. In resolving
a question concerning the eligibility of
an individual for access authorization
under these procedures, the Adminis-
trative Judge shall consider the factors
stated in §710.7(c) to determine wheth-
er the findings will be favorable or un-
favorable.

(b) In reaching the findings, the Ad-
ministrative Judge shall consider the
demeanor of the witnesses who have
testified at the hearing, the probability
or likelihood of the truth of their testi-
mony, their credibility, and the au-
thenticity and accuracy of documen-
tary evidence, or lack of evidence on
any material points in issue. If the in-
dividual is, or may be, handicapped by
the non-disclosure to the individual of
undisclosed information or by lack of
opportunity to cross-examine confiden-
tial informants, the Administrative
Judge shall take that fact into consid-
eration. The possible adverse impact of
the loss of the individual’s access au-
thorization upon the DOE program in
which the individual works shall not be
considered by the Administrative
Judge.

(¢c) The Administrative Judge shall
make specific findings based upon the
record as to the validity of each in-
stance of derogatory information con-
tained in the notification letter and
the significance which the Administra-
tive Judge attaches to it. These find-
ings shall be supported fully by a state-
ment of reasons which constitute the
basis for such findings.

(d) The Administrative Judge’s deci-
sion shall be based on the Administra-
tive Judge’s findings of fact. If, after
considering all of the factors set forth
in §710.7(c) in light of the Adjudicative
Guidelines, the Administrative Judge
is of the opinion that it will not endan-
ger the common defense and security
and will be clearly consistent with the
national interest to grant or reinstate
access authorization for the individual,
the Administrative Judge shall render
a favorable decision; otherwise, the Ad-
ministrative Judge shall render an un-
favorable decision. Within 15 calendar
days of the Administrative Judge’s
written decision, the Administrative
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Judge shall provide copies of the deci-
sion and the administrative record to
the Manager and the Director.

§710.28 Action on the Administrative
Judge’s decision.

(a) Within 10 calendar days of receipt
of the decision and the administrative
record, unless an extension of time is
granted by the Director, the Manager
shall:

(1) Notify the individual in writing of
the Administrative Judge’s decision;

(2) Advise the individual in writing of
the appeal procedures available to the
individual in paragraph (b) of this sec-
tion if the decision is unfavorable to
the individual;

(3) Advise the individual in writing of
the appeal procedures available to the
Manager and the Director in paragraph
(c) of this section if the decision is fa-
vorable to the individual; and

(4) Provide the individual and/or his/
her counsel or other representative a
copy of the Administrative Judge’s de-
cision and the administrative record.

(b) If the Administrative Judge’s de-
cision is unfavorable to the individual:

(1) The individual may file with the
Director a written request for further
review of the decision by the Appeal
Panel along with a statement required
by paragraph (e) of this section within
30 calendar days of the individual’s re-
ceipt of the Manager’s notice;

(2) The Director may, for good cause
shown, extend the time for filing a re-
quest for further review of the decision
by the Appeal Panel at the written re-
quest of the individual, provided the re-
quest for an extension of time is filed
by the individual within 30 calendar
days of receipt of the Manager’s notice;

(3) The Administrative Judge’s deci-
sion shall be final and not subject to
review or appeal if the individual does
not:

(i) File a written request for a review
of the decision by the Appeal Panel or
for an extension of time to file a writ-
ten request for review of the decision
by the Appeal Panel in accordance with
paragraphs (b)(1) or (b)(2) of this sec-
tion, or

(ii) File a written request for review
of the decision by the Appeal Panel
after having been granted an extension
of time to do so.
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(c) If the Administrative Judge’s de-
cision is favorable to the individual:

(1) The Manager, with the concur-
rence of the Director, shall grant or re-
instate the individual’s access author-
ization within 30 calendar days of the
Administrative dJudge’s decision be-
coming final, or

(2) The Manager or the Director may
file a written request with the Deputy
Associate Under Secretary for Environ-
ment, Health, Safety and Security for
review of the decision by the Appeal
Panel, along with statement required
by paragraph (e) of this section, within
30 calendar days of the individual’s re-
ceipt of the Manager’s notice.

(3) The Deputy Associate Under Sec-
retary for Environment, Health, Safety
and Security may, for good cause
shown, extend the time for filing a re-
quest for review of the decision by the
Appeal Panel at the request of the
Manager or Director, provided the re-
quest for an extension of time is filed
by the Manager or Director within 30
calendar days of the receipt of the
Manager’s notice;

(4) The Administrative Judge’s deci-
sion shall constitute final action, and
not be subject to review or appeal, if
the Manager or Director does not:

(i) File a written request for review
of the decision by the Appeal Panel or
for an extension of time to file a writ-
ten request for review of the decision
by the Appeal Panel in accordance with
paragraphs (c)(2) or (c)(3) of this sec-
tion, or

(ii) File a written request for a re-
view of the decision by the Appeal
Panel after having been granted an ex-
tension of time to do so.

(d) A copy of any request for review
of the individual’s case by the Appeal
Panel filed by the Manager or the Di-
rector shall be provided to the indi-
vidual by the Manager.

(e) The party filing a request for re-
view by the Appeal Panel shall include
with the request a statement identi-
fying the issues upon which the appeal
is based. A copy of the request and
statement shall be served on the other
party, who may file a response with the
Appeal Panel within 20 calendar days
of receipt of the statement.
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§710.29 Final appeal process.

(a) The Appeal Panel shall be con-
vened by the Deputy Associate Under
Secretary for Environment, Health,
Safety and Security to review and
render a final decision in access au-
thorization eligibility cases referred by
the individual, the Manager, or the Di-
rector in accordance with §§710.22 or
710.28.

(b) The Appeal Panel shall consist of
three members, each of whom shall be
a DOE Headquarters employee, a
United States citizen, and hold a DOE
Q access authorization. The Deputy As-
sociate Under Secretary for Environ-
ment, Health, Safety and Security
shall serve as a permanent member of
the Appeal Panel and as the Appeal
Panel Chair. The second member of the
Appeal Panel shall be a DOE attorney
designated by the General Counsel. The
head of the DOE Headquarters element
which has cognizance over the indi-
vidual whose access authorization eli-
gibility is being considered may des-
ignate an employee to act as the third
member on the Appeal Panel; other-
wise, the third member shall be des-
ignated by the Chair. Only one member
of the Appeal Panel shall be from the
security field.

(c) In filing a written request for a
review by the Appeal Panel in accord-
ance with §§710.22 and 710.28, the indi-
vidual, or his/her counsel or other rep-
resentative, shall identify the issues
upon which the appeal is based. The
written request, and any response,
shall be made a part of the administra-
tive record. The Director shall provide
staff support to the Appeal Panel as re-
quested by the Chair.

(d) Within 15 calendar days of the re-
ceipt of the request for review of a case
by the Appeal Panel, the Chair shall
arrange for the Appeal Panel members
to convene and review the administra-
tive record or provide a copy of the ad-
ministrative record to the Appeal
Panel members for their independent
review.

(e) The Appeal Panel shall consider
only that evidence and information in
the administrative record at the time
of the Manager’s or the Administrative
Judge’s initial decision.

(f) Within 45 calendar days of receipt
of the administrative record, the Ap-
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peal Panel shall render a final decision
in the case. If a majority of the Appeal
Panel members determine that it will
not endanger the common defense and
security and will be clearly consistent
with the national interest, the Chair
shall grant or reinstate the individual’s
access authorization; otherwise, the
Chair shall deny or revoke the individ-
ual’s access authorization. The Appeal
Panel’s written decision shall be made
a part of the administrative record and
is not subject to further review or ap-
peal.

(g) The Chair, through the Director,
shall inform the individual in writing,
as well as the individual’s counsel or
other representative, of the Appeal
Panel’s final decision. A copy of the
correspondence shall also be provided
to the other panel members and the
Manager.

§710.30 Action by the Secretary.

(a) Whenever an individual has not
been afforded an opportunity to cross-
examine witnesses who have furnished
information adverse to the individual
under the provisions of §§710.26(1) or
(0), the Secretary may issue a final de-
cision to deny or revoke access author-
ization for the individual after person-
ally reviewing the administrative
record and any additional material pro-
vided by the Chair. The Secretary’s au-
thority may, in accordance with appli-
cable provisions of Executive Order
12968, be delegated to the Deputy Sec-
retary where the effected individual is
a Federal employee. The Secretary’s
authority, in accordance with applica-
ble provisions of Executive Order 10865,
may not be delegated where the ef-
fected individual is a contractor em-
ployee. This authority may be exer-
cised only when the Secretary deter-
mines that the circumstances described
in §710.26(1) or (o) are present, and such
determination shall be final and not
subject to review or appeal.

(b) Whenever the Secretary issues a
final decision as to an individual’s ac-
cess authorization eligibility, the indi-
vidual and other concerned parties
shall be notified in writing by the
Chair of that decision and of the Sec-
retary’s findings with respect to each
instance of derogatory information
contained in the notification letter and
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each substantial issue identified in the
statement in support of the request for
review to the extent allowed by the na-
tional security.

(c) Nothing contained in these proce-
dures shall be deemed to limit or affect
the responsibility and powers of the
Secretary to issue subpoenas or to
deny or revoke access to classified
matter or special nuclear material.

§710.31 Reconsideration of access eli-
gibility.

(a) If, pursuant to the procedures set
forth in §§710.20 through 710.30, the
Manager, Administrative Judge, Ap-
peal Panel, or the Secretary has made
a decision granting or reinstating an
individual’s access authorization, eligi-
bility shall be reconsidered as a new
administrative review under the proce-
dures set forth in this part when pre-
viously unconsidered derogatory infor-
mation is identified, or the individual
violates a commitment upon which the
DOE previously relied to favorably re-
solve an issue of access authorization
eligibility.

(b) If, pursuant to the procedures set
forth in §§710.20 through 710.31, the
Manager, Administrative Judge, Ap-
peal Panel, or the Secretary has made
a decision denying or revoking the in-
dividual’s access authorization, eligi-
bility may be reconsidered only when
the individual so requests in writing,
when there is a bona fide offer of em-
ployment requiring access authoriza-
tion, and when there is either material
and relevant new evidence which the
individual and the individual’s rep-
resentatives were without fault in fail-
ing to present earlier, or convincing
evidence of rehabilitation or reforma-
tion.

(1) A request for reconsideration
shall be accepted when a minimum of
one year has elapsed since the date of
the Manager’s, Administrative Judge’s,
Appeal Panel’s or Secretary’s final de-
cision, or of a previous denial of recon-
sideration. Requests must be submitted
in writing to the Deputy Associate
Under Secretary for Environment,
Health, Safety and Security, and must
include an affidavit setting forth in de-
tail the new evidence or evidence of re-
habilitation or reformation.
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(2) If the Deputy Associate Under
Secretary for Environment, Health,
Safety and Security approves the re-
quest for reconsideration of an individ-
ual’s access authorization eligibility,
he/she shall so notify the individual,
and shall direct the Manager to take
appropriate actions to determine
whether the individual is eligible for
access authorization.

(3) If the Deputy Associate Under
Secretary for Environment, Health,
Safety and Security denies the request
for reconsideration of an individual’s
access authorization eligibility, he/she
shall so notify the individual in writ-
ing. Such a denial is final and not sub-
ject to review or appeal.

(4) If, pursuant to the provisions of
§710.31(2), the Manager determines the
individual is eligible for access author-
ization, the Manager shall grant access
authorization.

(5) If, pursuant to the provisions of
§710.31(2), the Manager determines the
individual remains ineligible for access
authorization, the Manager shall so no-
tify the Director in writing. If the Di-
rector concurs, the Director shall no-
tify the individual in writing. This de-
cision is final and not subject to review
or appeal. If the Director does not con-
cur, the Director shall confer with the
Manager on further actions.

(6) Determinations as to eligibility
for access authorization pursuant to
paragraphs (f) or (g) of this section
may be based solely upon the mitiga-
tion of derogatory information which
was relied upon in a final decision to
deny or to revoke access authorization.
If, pursuant to the procedures set forth
in paragraph (d) of this section, pre-
viously unconsidered derogatory infor-
mation is identified, a determination
as to eligibility for access authoriza-
tion must be subject to a new Adminis-
trative Review proceeding.

Subpart D—Miscellaneous

§710.32 Terminations.

(a) If the individual is no longer an
applicant for access authorization or
no longer requires access authoriza-
tion, the procedures of this part shall
be terminated without a final decision
as to the individual’s access authoriza-
tion eligibility, unless a final decision
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has been rendered prior to the DOE
being notified of the change in the in-
dividual’s pending access authorization
status. Where the procedures of this
part have been terminated pursuant to
this paragraph after an unfavorable
initial agency decision as to the indi-
vidual’s access authorization eligi-
bility has been rendered, any subse-
quent request for access authorization
for the individual will be processed as a
request for a review of the initial agen-
cy decision by the Appeal Panel and a
final agency decision will be rendered
pursuant to §710.29, unless a minimum
of one year has elapsed since the date
of the initial agency decision.

(b) With regard to applicants (indi-
viduals for whom DOE has not yet ap-
proved access authorization), DOE may
administratively terminate processing
an application for access authorization
under the following circumstances:

(1) If the applicant is currently the
subject of criminal proceedings for a
felony offense or an offense that is pun-
ishable by a term of imprisonment of
one year or longer, or is awaiting or
serving a form of probation, suspended
or deferred sentencing, or parole. Once
all judicial proceedings on the criminal
charges have been finally resolved, and
the term (if any) of imprisonment, pro-
bation, or parole has been completed,
DOE processing of a request for access
authorization shall resume upon re-
ceipt by DOE of a written request
therefor, provided that the individual
has a bona fide offer of employment re-
quiring access authorization.

(2) If sufficient information about the
individual’s background cannot be ob-
tained to meet the investigative scope
and extent requirements for the access
authorization requested.

(c) If an individual believes that the
provisions of paragraph (b) of this sec-
tion have been inappropriately applied,
a written appeal may be filed with the
Director within 30 calendar days of the
date the individual was notified of the
action. The Director shall act on the
written appeal as described in §710.6(c).

§710.33 Time frames.

Statements of time established for
processing aspects of a case under this
part are the agency’s desired time
frames in implementing the procedures
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set forth in this part. However, failure
to meet the time frames shall have no
impact upon the final disposition of an
access authorization by a Manager, Ad-
ministrative Judge, the Appeal Panel,
or the Secretary, and shall confer no
procedural or substantive rights upon
an individual whose access authoriza-
tion eligibility is being considered.

§710.34 Acting officials.

Except for the Secretary, the respon-
sibilities and authorities conferred in
this part may be exercised by persons
who have been designated in writing as
acting for, or in the temporary capac-
ity of, the following DOE positions:
The Local Director of Security; the
Manager; the Director, or the General
Counsel. The responsibilities and au-
thorities of the Deputy Associate
Under Secretary for Environment,
Health, Safety and Security may be ex-
ercised by persons in senior security-
related positions within the Office of
Environment, Health, Safety and Secu-
rity who have been designated in writ-
ing as acting for, or in the temporary
capacity of, the Deputy Associate
Under Secretary for Environment,
Health, Safety and Security, with the
approval of the Associate Under Sec-
retary for Environment, Health, Safety
and Security.

APPENDIX A—ADJUDICATIVE GUIDELINES
FOR DETERMINING ELIGIBILITY FOR
ACCESS TO CLASSIFIED INFORMATION
(DECEMBER 30, 2005)

1. Introduction. The following adjudicative
guidelines are established for all U.S. gov-
ernment civilian and military personnel,
consultants, contractors, employees of con-
tractors, licensees, certificate holders or
grantees and their employees and other indi-
viduals who require access to classified in-
formation. They apply to persons being con-
sidered for initial or continued eligibility for
access to classified information, to include
sensitive compartmented information and
special access programs, and are to be used
by government departments and agencies in
all final clearance determinations. Govern-
ment departments and agencies may also
choose to apply these guidelines to analo-
gous situations regarding persons being con-
sidered for access to other types of protected
information.

Decisions regarding eligibility for access
to classified information take into account
factors that could cause a conflict of interest
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and place a person in the position of having
to choose between his or her commitment to
the United States, including the commit-
ment to protect classified information, and
any other compelling loyalty. Access deci-
sions also take into account a person’s reli-
ability, trustworthiness and ability to pro-
tect classified information. No coercive po-
licing could replace the self-discipline and
integrity of the person entrusted with the
nation’s secrets as the most effective means
of protecting them. When a person’s life his-
tory shows evidence of unreliability or
untrustworthiness, questions arise whether
the person can be relied on and trusted to ex-
ercise the responsibility necessary for work-
ing in a secure environment where pro-
tecting classified information is paramount.

2. The Adjudicative Process.

(a) The adjudicative process is an examina-
tion of a sufficient period of a person’s life to
make an affirmative determination that the
person is an acceptable security risk. Eligi-
bility for access to classified information is
predicated upon the individual meeting these
personnel security guidelines. The adjudica-
tion process is the careful weighing of a
number of variables known as the whole-per-
son concept. Available, reliable information
about the person, past and present, favorable
and unfavorable, should be considered in
reaching a determination. In evaluating the
relevance of an individual’s conduct, the ad-
judicator should consider the following fac-
tors:

(1) The nature, extent, and seriousness of
the conduct;

(2) The circumstances surrounding the con-
duct, to include knowledgeable participa-
tion;

(3) The frequency and recency of the con-
duct;

(4) The individual’s age and maturity at
the time of the conduct;

(5) The extent to which participation is
voluntary;

(6) The presence or absence of rehabilita-
tion and other permanent behavioral
changes;

(7) The motivation for the conduct;

(8) The potential for pressure, coercion, ex-
ploitation, or duress; and

(9) The likelihood of continuation or recur-
rence.

(b) Each case must be judged on its own
merits, and final determination remains the
responsibility of the specific department or
agency. Any doubt concerning personnel
being considered for access to classified in-
formation will be resolved in favor of the na-
tional security.

(c) The ability to develop specific thresh-
olds for action under these guidelines is lim-
ited by the nature and complexity of human
behavior. The ultimate determination of
whether the granting or continuing of eligi-
bility for a security clearance is clearly con-
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sistent with the interests of national secu-
rity must be an overall common sense judg-
ment based upon careful consideration of the
following guidelines, each of which is to be
evaluated in the context of the whole person.

(1) Guideline A: Allegiance to the United
States;

(2) Guideline B: Foreign Influence;

(3) Guideline C: Foreign Preference;

(4) Guideline D: Sexual Behavior;

(5) Guideline E: Personal Conduct;

(6) Guideline F: Financial Considerations;

(7) Guideline G: Alcohol Consumption;

(8) Guideline H: Drug Involvement;

(9) Guideline I: Psychological Conditions;

(10) Guideline J: Criminal Conduct;

(11) Guideline K: Handling Protected Infor-
mation;

(12) Guideline L: Outside Activities;

(13) Guideline M: Use of Information Tech-
nology Systems.

(d) Although adverse information con-
cerning a single criterion may not be suffi-
cient for an unfavorable determination, the
individual may be disqualified if available
information reflects a recent or recurring
pattern of questionable judgment, irrespon-
sibility, or emotionally unstable behavior.
Notwithstanding the whole-person concept,
pursuit of further investigation may be ter-
minated by an appropriate adjudicative
agency in the face of reliable, significant,
disqualifying, adverse information.

(e) When information of security concern
becomes known about an individual who is
currently eligible for access to classified in-
formation, the adjudicator should consider
whether the person:

(1) Voluntarily reported the information;

(2) Was truthful and complete in respond-
ing to questions;

(3) Sought assistance and followed profes-
sional guidance, where appropriate;

(4) Resolved or appears likely to favorably
resolve the security concern:

(5) Has demonstrated positive changes in
behavior and employment;

(6) Should have his or her access tempo-
rarily suspended pending final adjudication
of the information.

(f) If after evaluating information of secu-
rity concern, the adjudicator decides that
the information is not serious enough to
warrant a recommendation of disapproval or
revocation of the security clearance, it may
be appropriate to recommend approval with
a warning that future incidents of a similar
nature may result in revocation of access.

GUIDELINE A: ALLEGIANCE TO THE UNITED
STATES

3. The Concern. An individual must be of
unquestioned allegiance to the United
States. The willingness to safeguard classi-
fied information is in doubt if there is any
reason to suspect an individual’s allegiance
to the United States.
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4. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Involvement in, support of, training to
commit, or advocacy of any act of sabotage,
espionage, treason, terrorism, or sedition
against the United States of America;

(b) Association or sympathy with persons
who are attempting to commit, or who are
committing, any of the above acts;

(c) Association or sympathy with persons
or organizations that advocate, threaten, or
use force or violence, or use any other illegal
or unconstitutional means, in an effort to:

(1) Overthrow or influence the government
of the United States or any state or local
government;

(2) Prevent Federal, state, or local govern-
ment personnel from performing their offi-
cial duties;

(3) Gain retribution for perceived wrongs
caused by the Federal, state, or local govern-
ment;

(4) Prevent others from exercising their
rights under the Constitution or laws of the
United States or of any state.

5. Conditions that could mitigate security con-
cerns include:

(a) The individual was unaware of the un-
lawful aims of the individual or organization
and severed ties upon learning of these;

(b) The individual’s involvement was only
with the lawful or humanitarian aspects of
such an organization;

(¢) Involvement in the above activities oc-
curred for only a short period of time and
was attributable to curiosity or academic in-
terest;

(d) The involvement or association with
such activities occurred under such unusual
circumstances, or so much times has elapsed,
that it is unlikely to recur and does not cast
doubt on the individual’s current reliability,
trustworthiness, or loyalty.

GUIDELINE B: FOREIGN INFLUENCE

6. The Concern. Foreign contacts and inter-
ests may be a security concern if the indi-
vidual has divided loyalties or foreign finan-
cial interests, may be manipulated or in-
duced to help a foreign person, group, organi-
zation, or government in a way that is not in
U.S. interests, or is vulnerable to pressure or
coercioon by any foreign interest. Adjudica-
tion under this Guideline can and should
consider the identity of the foreign country
in which the foreign contact or financial in-
terest is located, including, but not limited
to, such considerations as whether the for-
eign country is known to target United
States citizens to obtain protected informa-
tion and/or is associated with a risk of ter-
rorism.

7. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Contact with a foreign family member,
business or professional associate, friend, or
other person who is a citizen of or resident in
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a foreign country if that contact creates a
heightened risk of foreign exploitation, in-
ducement, manipulation, pressure, or coer-
cion;

(b) Connections to a foreign person, group,
government, or country that create a poten-
tial conflict of interest between the individ-
ual’s obligation to protect sensitive informa-
tion or technology and the individual’s de-
sire to help a foreign person, group, or coun-
try by providing that information;

(c) Counterintelligence information, that
may be classified, indicates that the individ-
ual’s access to protected information may
involve unacceptable risk to national secu-
rity;

(d) Sharing living quarters with a person
or persons, regardless of citizenship status, if
that relationship creates a heightened risk
of foreign inducement, manipulation, pres-
sure, or coercion;

(e) A substantial business, financial, or
property interest in a foreign country, or in
any foreign-owned or foreign-operated busi-
ness, which could subject the individual to
heightened risk of foreign influence or ex-
ploitation;

(f) Failure to report, when required, asso-
ciation with a foreign national;

(g) Unauthorized association with a sus-
pected or known agent, associate, or em-
ployee of a foreign intelligence service;

(h) Indications that representatives or na-
tionals from a foreign country are acting to
increase the vulnerability of the individual
to possible future exploitation, inducement,
manipulation, pressure, or coercion;

(i) Conduct, especially while traveling out-
side the U.S., which may make the indi-
vidual vulnerable to exploitation, pressure,
or coercion by a foreign person, group, gov-
ernment, or country.

8. Conditions that could mitigate security con-
cerns include:

(a) The nature of the relationships with
foreign persons, the country in which these
persons are located, or the positions or ac-
tivities of those persons in that country are
such that it is unlikely the individual will be
placed in a position of having to choose be-
tween the interests of a foreign individual,
group, organization, or government and the
interests of the U.S.;

(b) There is no conflict of interest, either
because the individual’s sense of loyalty or
obligation to the foreign person, group, gov-
ernment, or country is so minimal, or the in-
dividual has such deep and longstanding re-
lationships and loyalties in the U.S., that
the individual can be expected to resolve any
conflict of interest in favor of the U.S. inter-
est;

(c) Contact or communication with foreign
citizens is so casual and infrequent that
there is little likelihood that it could create
a risk for foreign influence or exploitation;
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(d) The foreign contacts and activities are
on U.S. Government business or are approved
by the cognizant security authority;

(e) The individual has promptly complied
with existing agency requirements regarding
the reporting of contacts, requests, or
threats from persons, groups, or organiza-
tions from a foreign country;

(f) The value or routine nature of the for-
eign business, financial, or property inter-
ests is such that they are unlikely to result
in a conflict and could not be used effec-
tively to influence, manipulate, or pressure
the individual.

GUIDELINE C: FOREIGN PREFERENCE

9. The Concern. When an individual acts in
such a way as to indicate a preference for a
foreign country over the United States, then
he or she may be prone to provide informa-
tion or make decisions that are harmful to
the interests of the United States.

10. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Exercise of any right, privilege or obli-
gation of foreign citizenship after becoming
a U.S. citizen or through the foreign citizen-
ship of a family member. This includes but is
not limited to:

(1) Possession of a current foreign pass-
port;

(2) Military service or a willingness to bear
arms for a foreign country;

(3) Accepting educational, medical, retire-
ment, social welfare, or other such benefits
from a foreign country;

(4) Residence in a foreign country to meet
citizenship requirements;

(5) Using foreign citizenship to protect fi-
nancial or business interests in another
country;

(6) Seeking or holding political office in a
foreign country;

(7) Voting in a foreign election;

(b) Action to acquire or obtain recognition
of a foreign citizenship by an American cit-
izen;

(c) Performing or attempting to perform
duties, or otherwise acting, so as to serve the
interests of a foreign person, group, organi-
zation, or government in conflict with the
national security interest;

(d) Any statement or action that shows al-
legiance to a country other than the United
States: for example, declaration of intent to
renounce United States citizenship; renunci-
ation of United States citizenship.

11. Conditions that could mitigate security
concerns include:

(a) Dual citizenship is based solely on par-
ents’ citizenship or birth in a foreign coun-
try;

(b) The individual has expressed a willing-
ness to renounce dual citizenship;

(c) Exercise of the rights, privileges, or ob-
ligations of foreign citizenship occurred be-
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fore the individual became a U.S. citizen or
when the individual was a minor;

(d) Use of a foreign passport is approved by
the cognizant security authority;

(e) The passport has been destroyed, sur-
rendered to the cognizant security author-
ity, or otherwise invalidated;

(f) The vote in a foreign election was en-
couraged by the United States Government.

GUIDELINE D: SEXUAL BEHAVIOR

12. The Concern. Sexual behavior that in-
volves a criminal offense, indicates a person-
ality or emotional disorder, reflects lack of
judgment or discretion, or which may sub-
ject the individual to undue influence or co-
ercion, exploitation, or duress can raise
questions about an individual’s reliability,
trustworthiness and ability to protect classi-
fied information. No adverse inference con-
cerning the standards in the Guideline may
be raised solely on the basis of the sexual
orientation of the individual.

13. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Sexual behavior of a criminal nature,
whether or not the individual has been pros-
ecuted;

(b) A pattern of compulsive, self-destruc-
tive, or high-risk sexual behavior that the
person is unable to stop or that may be
symptomatic of a personality disorder;

(c) Sexual behavior that causes an indi-
vidual to be vulnerable to coercion, exploi-
tation, or duress;

(d) Sexual behavior of a public nature and/
or that which reflects lack of discretion or
judgment.

14. Conditions that could mitigate security
concerns include:

(a) The behavior occurred prior to or dur-
ing adolescence and there is no evidence of
subsequent conduct of a similar nature;

(b) The sexual behavior happened so long
ago, so infrequently, or under such unusual
circumstances, that it is unlikely to recur
and does not cast doubt on the individual’s
current reliability, trustworthiness, or good
judgment;

(c) The behavior no longer serves as a basis
for coercion, exploitation, or duress;

(d) The sexual behavior is strictly private,
consensual, and discreet.

GUIDELINE E: PERSONAL CONDUCT

15. The Concern. Conduct involving ques-
tionable judgment, lack of candor, dishon-
esty, or unwillingness to comply with rules
and regulations can raise questions about an
individual’s reliability, trustworthiness and
ability to protect classified information. Of
special interest is any failure to provide
truthful and candid answers during the secu-
rity clearance process or any other failure to
cooperate with the security clearance proc-
ess. The following will normally result in an

383



App. A

unfavorable clearance action or administra-
tive termination of further processing for
clearance eligibility:

(a) Refusal, or failure without reasonable
cause, to undergo or cooperate with security
processing, including but not limited to
meeting with a security investigator for sub-
ject interview, completing security forms or
releases, and cooperation with medical or
psychological evaluation;

(b) Refusal to provide full, frank and truth-
ful answers to lawful questions of investiga-
tors, security officials, or other official rep-
resentatives in connection with a personnel
security or trustworthiness determination.

16. Conditions that could raise a security con-
cern and may be disqualifying also include:

(a) Deliberate omission, concealment, or
falsification of relevant facts from any per-
sonnel security questionnaire, personal his-
tory statement, or similar form used to con-
duct investigations, determine employment
qualifications, award benefits or status, de-
termine security clearance eligibility or
trustworthiness, or award fiduciary respon-
sibilities;

(b) Deliberately providing false or mis-
leading information concerning relevant
facts to an employer, investigator, security
official, competent medical authority, or
other official government representative;

(c) Credible adverse information in several
adjudicative issue areas that is not sufficient
for an adverse determination under any
other single guideline, but which, when con-
sidered as a whole, supports a whole-person
assessment of questionable judgment,
untrustworthiness, unreliability, lack of
candor, unwillingness to comply with rules
and regulations, or other characteristics in-
dicating that the person may not properly
safeguard protected information;

(d) Credible adverse information that is
not explicitly covered under any other guide-
line and may not be sufficient by itself for an
adverse determination, but which, when
combined with all available information sup-
ports a whole-person assessment of question-
able judgment, untrustworthiness,
unreliability, lack of candor, unwillingness
to comply with rules and regulations, or
other characteristics indicating that the per-
son may not properly safeguard protected in-
formation. This includes but is not limited
to consideration of:

(1) Untrustworthy or unreliable behavior
to include breach of client confidentiality,
release of proprietary information, unau-
thorized release of sensitive corporate or
other government protected information;

(2) Disruptive, violent, or other inappro-
priate behavior in the workplace;

(3) A pattern of dishonesty or rule viola-
tions;

(4) Evidence of significant misuse of Gov-
ernment or other employer’s time or re-
sources;
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(e) Personal conduct or concealment of in-
formation about one’s conduct, that creates
a vulnerability to exploitation, manipula-
tion, or duress, such as:

(1) Engaging in activities which, if known,
may affect the person’s personal, profes-
sional, or community standing, or

(2) While in another country, engaging in
any activity that is illegal in that country
or that is legal in that country but illegal in
the United States and may serve as a basis
for exploitation or pressure by the foreign
security or intelligence service or other
group;

(f) Violation of a written or recorded com-
mitment made by the individual to the em-
ployer as a condition of employment;

(g) Association with persons involved in
criminal activity.

17. Conditions that could mitigate security
concerns include:

(a) The individual made prompt, good-faith
efforts to correct the omission, concealment,
or falsification before being confronted with
the facts;

(b) The refusal or failure to cooperate,
omission, or concealment was caused or sig-
nificantly contributed to by improper or in-
adequate advice of authorized personnel or
legal counsel advising or instructing the in-
dividual specifically concerning the security
clearance process. Upon being made aware of
the requirement to cooperate or provide the
information, the individual cooperated fully
and truthfully;

(c) The offense is so minor, or so much
time has passed, or the behavior is so infre-
quent, or it happened under such unique cir-
cumstances that it is unlikely to recur and
does not cast doubt on the individual’s reli-
ability, trustworthiness, or good judgment;

(d) The individual has acknowledged the
behavior and obtained counseling to change
the behavior or taken other positive steps to
alleviate the stressors, circumstances, or
factors that caused untrustworthy, unreli-
able, or other inappropriate behavior, and
such behavior is unlikely to recur;

(e) The individual has taken positive steps
to reduce or eliminate vulnerability to ex-
ploitation, manipulation, or duress;

(f) Association with persons involved in
criminal activities has ceased or occurs
under circumstances that do not cast doubt
upon the individual’s reliability, trust-
worthiness, judgment, or willingness to com-
ply with rules and regulations.

GUIDELINE F: FINANCIAL CONSIDERATIONS

18. The Concern. Failure or inability to live
within one’s means, satisfy debts, and meet
financial obligations may indicate poor self-
control, lack of judgment, or unwillingness
to abide by rules and regulations, all of
which can raise questions about an individ-
ual’s reliability, trustworthiness and ability
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to protect classified information. An indi-
vidual who is financially overextended is at
risk of having to engage in illegal acts to
generate funds. Compulsive gambling is a
concern as it may lead to financial crimes
including espionage. Affluence that cannot
be explained by known sources of income is
also a security concern. It may indicate pro-
ceeds from financially profitable criminal
acts.

19. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Inability or unwillingness to satisfy
debts;

(b) Indebtedness caused by frivolous or ir-
responsible spending and the absence of any
evidence of willingness or intent to pay the
debt or establish a realistic plan to pay the
debt.

(c) A history of not meeting financial obli-
gations;

(d) Deceptive or illegal financial practices
such as embezzlement, employee theft, check
fraud, income tax evasion, expense account
fraud, filing deceptive loan statements, and
other intentional financial breaches of trust;

(e) Consistent spending beyond one’s
means, which may be indicated by excessive
indebtedness, significant negative cash flow,
high debt-to-income ratio, and/or other fi-
nancial analysis;

(f) Financial problems that are linked to
drug abuse, alcoholism, gambling problems,
or other issues of security concern.

(g) Failure to file annual Federal, state, or
local income tax returns as required or the
fraudulent filing of the same;

(h) Unexplained affluence, as shown by a
lifestyle or standard of living, increase in net
worth, or money transfers that cannot be ex-
plained by subject’s known legal sources of
income;

(i) Compulsive or addictive gambling as in-
dicated by an unsuccessful attempt to stop
gambling, ‘‘chasing losses’ (i.e., increasing
the bets or returning another day in an ef-
fort to get even), concealment of gambling
losses, borrowing money to fund gambling or
pay gambling debts, family conflict or other
problems caused by gambling.

20. Conditions that could mitigate security
concerns include:

(a) The behavior happened so long ago, was
so infrequent, or occurred under such cir-
cumstances that it is unlikely to recur and
does not cast doubt on the individual’s cur-
rent reliability, trustworthiness, or good
judgment;

(b) The conditions that resulted in the fi-
nancial problem were largely beyond the per-
son’s control (e.g. loss of employment, a
business downturn, unexpected medical
emergency, or a death, divorce or separa-
tion), and the individual acted responsibly
under the circumstances;

(c) The person has received or is receiving
counseling for the problem and/or there are
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clear indications that the problem is being
resolved or is under control;

(d) The individual initiated a good-faith ef-
fort to repay overdue creditors or otherwise
resolve debts;

(e) The individual has a reasonable basis to
dispute the legitimacy of the past-due debt
which is the cause of the problem and pro-
vides documented proof to substantiate the
basis of the dispute or provides evidence of
actions to resolve the issue;

(f) The affluence resulted from a legal
source of income.

GUIDELINE G: ALCOHOL CONSUMPTION

21. The Concern. Excessive alcohol con-
sumption often leads to the exercise of ques-
tionable judgment or the failure to control
impulses, and can raise questions about an
individual’s reliability and trustworthiness.

22. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Alcohol-related incidents away from
work, such as driving while under the influ-
ence, fighting, child or spouse abuse, dis-
turbing the peace, or other incidents of con-
cern, regardless of whether the individual is
diagnosed as an alcohol abuser or alcohol de-
pendent;

(b) Alcohol-related incidents at work, such
as reporting for work or duty in an intoxi-
cated or impaired condition, or drinking on
the job, regardless of whether the individual
is diagnosed as an alcohol abuser or alcohol
dependent;

(c) Habitual or binge consumption of alco-
hol to the point of impaired judgment, re-
gardless of whether the individual is diag-
nosed as an alcohol abuser or alcohol depend-
ent;

(d) Diagnosis by a duly qualified medical
professional (e.g., physician, clinical psychol-
ogist, or psychiatrist) of alcohol abuse or al-
cohol dependence;

(e) Evaluation of alcohol abuse or alcohol
dependence by a licensed clinical social
worker who is a staff member of a recognized
alcohol treatment program;

(f) Relapse after diagnosis of alcohol abuse
or dependence and completion of an alcohol
rehabilitation program;

(g) Failure to follow any court order re-
garding alcohol education, evaluation, treat-
ment, or abstinence.

23. Conditions that could mitigate security
concerns include:

(a) So much time has passed, or the behav-
ior was so infrequent, or it happened under
such unusual circumstances that it is un-
likely to recur or does not cast doubt on the
individual’s current reliability, trust-
worthiness, or good judgment;

(b) The individual acknowledges his or her
alcoholism or issues of alcohol abuse, pro-
vides evidence of actions taken to overcome
this problem, and has established a pattern
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of abstinence (if alcohol dependent) or re-
sponsible use (if an alcohol abuser);

(¢c) The individual is a current employee
who is participating in a counseling or treat-
ment program, has no history of previous
treatment and relapse, and is making satis-
factory progress;

(d) The individual has successfully com-
pleted inpatient or outpatient counseling or
rehabilitation along with any required
aftercare, has demonstrated a clear and es-
tablished pattern of modified consumption
or abstinence in accordance with treatment
recommendations, such as participation in
meetings of Alcoholics Anonymous or a simi-
lar organization and has received a favorable
prognosis by a duly qualified medical profes-
sional or a licensed clinical social worker
who is a staff member of a recognized alcohol
treatment program.

GUIDELINE H: DRUG INVOLVEMENT

24. The Concern. Use of an illegal drug or
misuse of a prescription drug can raise ques-
tions about an individual’s reliability and
trustworthiness, both because it may impair
judgment and because it raises questions
about a person’s ability or willingness to
comply with laws, rules, and regulations.

(a) Drugs are defined as mood and behavior
altering substances, and include:

(1) Drugs, materials, and other chemical
compounds identified and listed in the Con-
trolled Substances Act of 1970, as amended

(e.g., marijuana or cannabis, depressants,
narcotics, stimulants, and hallucinogens),
and

(2) Inhalants and other similar substances

(b) Drug abuse is the illegal use of a drug
or use of a legal drug in a manner that devi-
ates from approved medical direction.

25. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Any drug abuse (see above definition);

(b) Testing positive for illegal drug use;

(c) Illegal drug possession, including cul-
tivation, processing, manufacture, purchase,
sale, or distribution; or possession of drug
paraphernalia;

(d) Diagnosis by a duly qualified medical
professional (e.g., physician, clinical psychol-
ogist, or psychiatrist) of drug abuse or drug
dependence;

(e) Evaluation of drug abuse or drug de-
pendence by a licensed clinical social worker
who is a staff member of a recognized drug
treatment program;

(f) Failure to successfully complete a drug
treatment program prescribed by a duly
qualified medical professional;

(g) Any illegal drug use after being granted
a security clearance;

(h) Expressed intent to continue illegal
drug use, or failure to clearly and convinc-
ingly commit to discontinue drug use.

26. Conditions that could mitigate security
concerns include:
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(a) The behavior happened so long ago, was
so infrequent, or happened under such cir-
cumstances that it is unlikely to recur or
does not cast doubt on the individual’s cur-
rent reliability, trustworthiness, or good
judgment;

(b) A demonstrated intent not to abuse any
drugs in the future, such as:

(1) Dissociation from drug-using associates
and contacts;

(2) Changing or avoiding the environment
where drugs were used;

(3) An appropriate period of abstinence;

(4) A signed statement of intent with auto-
matic revocation of clearance for any viola-
tion;

(c) Abuse of prescription drugs was after a
severe or prolonged illness during which
these drugs were prescribed, and abuse has
since ended;

(d) Satisfactory completion of a prescribed
drug treatment program, including but not
limited to rehabilitation and aftercare re-
quirements, without recurrence of abuse, and
a favorable prognosis by a duly qualified
medical professional.

GUIDELINE I: PSYCHOLOGICAL CONDITIONS

27. The Concern. Certain emotional, men-
tal, and personality conditions can impair
judgment, reliability, or trustworthiness. A
formal diagnosis of a disorder is not required
for there to be a concern under this guide-
line. A duly qualified mental health profes-
sional (e.g., clinical psychologist or psychia-
trist) employed by, or acceptable to and ap-
proved by the U.S. Government, should be
consulted when evaluating potentially dis-
qualifying and mitigating information under
this guideline. No negative inference con-
cerning the standards in this Guideline may
be raised solely on the basis of seeking men-
tal health counseling.

28. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Behavior that casts doubt on an indi-
vidual’s judgment, reliability, or trust-
worthiness that is not covered under any
other guideline, including but not limited to
emotionally unstable, irresponsible, dysfunc-
tional, violent, paranoid, or bizarre behavior;

(b) An opinion by a duly qualified mental
health professional that the individual has a
condition not covered under any other guide-
line that may impair judgment, reliability,
or trustworthiness;

(¢c) The individual has failed to follow
treatment advice related to a diagnosed
emotional, mental, or personality condition,
e.g. failure to take prescribed medication.

29. Conditions that could mitigate security
concerns include:

(a) The identified condition is readily con-
trollable with treatment, and the individual
has demonstrated ongoing and consistent
compliance with the treatment plan;
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(b) The individual has voluntarily entered
a counseling or treatment program for a con-
dition that is amenable to treatment, and
the individual is currently receiving coun-
seling or treatment with a favorable prog-
nosis by a duly qualified mental health pro-
fessional;

(c) Recent opinion by a duly qualified men-
tal health professional employed by, or ac-
ceptable to and approved by the U.S. Govern-
ment that an individual’s previous condition
is under control or in remission, and has a
low probability of recurrence or exacer-
bation;

(d) The past emotional instability was a
temporary condition (e.g., one caused by a
death, illness, or marital breakup), the situa-
tion has been resolved, and the individual no
longer shows indications of emotional insta-
bility;

(e) There is no indication of a current prob-
lem.

GUIDELINE J: CRIMINAL CONDUCT

30. The Concern. Criminal activity creates
doubt about a person’s judgment, reliability
and trustworthiness. By its very nature, it
calls into question a person’s ability or will-
ingness to comply with laws, rules and regu-
lations.

31. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) A single serious crime or multiple less-
er offenses;

(b) Discharge or dismissal from the Armed
Forces under dishonorable conditions;

(c) Allegation or admission of criminal
conduct, regardless of whether the person
was formally charged, formally prosecuted
or convicted;

(d) Individual is currently on parole or pro-
bation;

(e) Violation of parole or probation, or fail-
ure to complete a court-mandated rehabili-
tation program.

32. Conditions that could mitigate security
concerns include:

(a) So much time has elapsed since the
criminal behavior happened, or it happened
under such unusual circumstances that it is
unlikely to recur or does not cast doubt on
the individual’s reliability, trustworthiness,
or good judgment;

(b) The person was pressured or coerced
into committing the act and those pressures
are no longer present in the person’s life;

(c) Evidence that the person did not com-
mit the offense;

(d) There is evidence of successful rehabili-
tation; including but not limited to the pas-
sage of time without recurrence of criminal
activity, remorse or restitution, job training
or higher education, good employment
record, or constructive community involve-
ment.

App. A

GUIDELINE K: HANDLING PROTECTED
INFORMATION

33. The Concern. Deliberate or negligent
failure to comply with rules and regulations
for protecting classified or other sensitive
information raises doubt about an individ-
ual’s trustworthiness, judgment, reliability,
or willingness and ability to safeguard such
information, and is a serious security con-
cern.

34. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Deliberate or negligent disclosure of
classified or other protected information to
unauthorized persons, including but not lim-
ited to personal or business contacts, to the
media, or to persons present at seminars,
meetings, or conferences;

(b) Collecting or storing classified or other
protected information in any unauthorized
location;

(c) Loading, drafting, editing, modifying,
storing, transmitting, or otherwise handling
classified reports, data, or other information
on any unapproved equipment including but
not limited to any typewriter, word proc-
essor, or computer hardware, software, drive,
system, gameboard, handheld, ‘‘palm’ or
pocket device or other adjunct equipment;

(d) Inappropriate efforts to obtain or view
classified or other protected information
outside one’s need to know;

(e) Copying classified or other protected
information in a manner designed to conceal
or remove classification or other document
control markings;

(f) Viewing or downloading information
from a secure system when the information
is beyond the individual’s need to know;

(g) Any failure to comply with rules for the
protection of classified or other sensitive in-
formation;

(h) Negligence or lax security habits that
persist despite counseling by management;

(i) Failure to comply with rules or regula-
tions that results in damage to the National
Security, regardless of whether it was delib-
erate or negligent.

35. Conditions that could mitigate security
concerns include:

(a) So much time has elapsed since the be-
havior, or it happened so infrequently or
under such unusual circumstances that it is
unlikely to recur or does not cast doubt on
the individual’s current reliability, trust-
worthiness, or good judgment;

(b) The individual responded favorably to
counseling or remedial security training and
now demonstrates a positive attitude toward
the discharge of security responsibilities;

(c) The security violations were due to im-
proper or inadequate training.

GUIDELINE L: OUTSIDE ACTIVITIES

36. The Concern. Involvement in certain
types of outside employment or activities is
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of security concern if it poses a conflict of
interest with an individual’s security respon-
sibilities and could create an increased risk
of unauthorized disclosure of classified infor-
mation.

37. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Any employment or service, whether
compensated or volunteer, with:

(1) The government of a foreign country;

(2) Any foreign national, organization, or
other entity;

(3) A representative of any foreign interest;

(4) Any foreign, domestic, or international
organization or person engaged in analysis,
discussion, or publication of material on in-
telligence, defense, foreign affairs, or pro-
tected technology;

(b) Failure to report or fully disclose an
outside activity when this is required.

38. Conditions that could mitigate security
concerns include:

(a) Evaluation of the outside employment
or activity by the appropriate security or
counterintelligence office indicates that it
does not pose a conflict with an individual’s
security responsibilities or with the national
security interests of the United States;

(b) The individual terminates the employ-
ment or discontinued the activity upon being
notified that it was in conflict with his or
her security responsibilities.

GUIDELINE M: USE OF INFORMATION
TECHNOLOGY SYSTEMS

39. The Concern. Noncompliance with rules,
procedures, guidelines or regulations per-
taining to information technology systems
may raise security concerns about an indi-
vidual’s reliability and trustworthiness, call-
ing into question the willingness or ability
to properly protect sensitive systems, net-
works, and information. Information Tech-
nology Systems include all related computer
hardware, software, firmware, and data used
for the communication, transmission, proc-
essing, manipulation, storage, or protection
of information.

40. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Illegal or unauthorized entry into any
information technology system or compo-
nent thereof;

(b) Illegal or unauthorized modification,
destruction, manipulation or denial of access
to information, software, firmware, or hard-
ware in an information technology system;

(c) Use of any information technology sys-
tem to gain unauthorized access to another
system or to a compartmented area within
the same system;

(d) Downloading, storing, or transmitting
classified information on or to any unau-
thorized software, hardware, or information
technology system;

(e) Unauthorized use of a government or
other information technology system;
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(f) Introduction, removal, or duplication of
hardware, firmware, software, or media to or
from any information technology system
without authorization, when prohibited by
rules, procedures, guidelines or regulations.

(g) Negligence or lax security habits in
handling information technology that per-
sist despite counseling by management;

(h) Any misuse of information technology,
whether deliberate or negligent, that results
in damage to the national security.

41. Conditions that could mitigate security
concerns include:

(a) So much time has elapsed since the be-
havior happened, or it happened under such
unusual circumstances, that it is unlikely to
recur or does not cast doubt on the individ-
ual’s reliability, trustworthiness, or good
judgment;

(b) The misuse was minor and done only in
the interest of organizational efficiency and
effectiveness, such as letting another person
use one’s password or computer when no
other timely alternative was readily avail-
able;

(c) The conduct was unintentional or inad-
vertent and was followed by a prompt, good-
faith effort to correct the situation and by
notification of supervisor.

PART 712—HUMAN RELIABILITY
PROGRAM

Subpart A—Establishment of and Proce-
dures for the Human Reliability Pro-
gram

GENERAL PROVISIONS

Sec.

712.1 Purpose.

712.2 Applicability.
712.3 Definitions.

PROCEDURES

712.10 Designation of HRP positions.

712.11 General requirements for HRP certifi-
cation.

712.12 HRP implementation.

712.13 Supervisory review.

712.14 Medical assessment.

712.15 Management evaluation.

712.16 DOE security review.

712.17 Instructional requirements.

712.18 Transferring HRP certification.

712.19 Removal from HRP.

712.20 Request for reconsideration or certifi-
cation review hearing.

712.21 Office of Hearings and Appeals.

712.22 Hearing officer’s report and rec-
ommendation.
712.23 Final decision by DOE Under Sec-

retary.

Subpart B—Medical Standards
712.30 Applicability.
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